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Q Q Kvenrettindaféelag islands

_ 2, o mars 2015
Hallveigarstddum, Reykjavik

Efni: Umsdgn Kvenréttindafélags Islands um frumvarp til laga um breytingu & almennum
hegningarlogum, nr. 19/1940 (bann vid hefndarklami), pingskjal 668 - 436. mal.

Kvenréttindafélag fa(I;na_r bvi ad & pessu pingi er lagt fram frumvarp par sem akvadi um
»hefndarklam* erbeett vid kynferdisbrotakafla almennu hegningarlaganna.

Hefndarklam* er hugtak sem hefur verid notad hér & landi og erlendis til ad visa til
klamfengis eda kynfe_rélslegs myndefnis sem midlad er & netinu an sampykkis Pess _
sem par sést. Hugtakid er a0 mdrgu leyti villandi par sem bessu efni er ekki alltaf dreift
| hefndarskyni: Ljosmyndum er vissulega stundum dreift i hefndarskyni, en peim er lika
stolid og komid i dreifingu afemstak_lln?um sem engin tengs| hafa vid pann semer a
mrndmm, , [josmyndir ert teknar af einstaklingum i Opokk geura 0g/eda an pess ad peir
vifi af pvi, IJosm(yndum er dreift af vanpekkingu, grunnhygani, grandaleysi, | strioni,
ljosmyndum er dreift sem %ga_ldmmn aspgaIIsLum, Hpsmyndw,eru notadar til ad kiga
0g vidhalda preelkun einstaklinga sem hafa verid seldir mansali, 0.5.frv.

| 6llum tilvikum er um ad rgda efni par sem einstaklingur er syndur nakinn og/eda a
kynferélslegan mata og dreift an sampykkis pess einstaklings. Margir vilja pvi meina ad
betra hu%ta yfir fyrirberid sé ,klam an sampykkis* (e. ,nonconsensual pornography*)
bessi bY ing erEo 0pjal & islensku og er ad mati félagsins heldur ekki nogu | sandl%ar

sem etta hugtak lysir ekki ogninni sem felst i og fylgir med myndbirtingu klams an
sampykkis.

Kvenréttindafélagid melir med ad hugtakid ,hrelliklam* sé notad um petta fyrirberi. |
hu%_takmu Hhrelliklam® er aherslan ekki adeins & mgndefmé_heldur einnig apad ad
birting myndefnisins felur i sér ofsoknir og adfor ao frelsi einstaklingsins, sem og & pa
stadréynd ad med pessum myndbirtingumTylgja oft beinar ofsoknir T simtdlum, _
tolvupostum, skilabodum & netinu, 0.5.frv. Hugtakia ,hrelliklam*“ fellur vel ad islenskri
ordanotkun, en hugtakid ,eltihrellir hefur 6dlast fastan sess i tungumalinu sem pyding
aenska ordinu ,,stalker, einstaklingur sem eltir annan mann, ofs&kir og ognar.

Hrelliklam er ny birtingarmg_nd_ofbeldis,par sem efni sem tekid er i trunadi eda an
vitundar pess sem er & myndinni er sett i dreifingu & netinu og med 6drum leidum.
Hrelliklam verdur sifellt al enqara hér & landi g polendur pess eiga f4 rad til ad

bregdast vid birtingu pess. Erfitt er ad eyda efni sem einu sinni er komid a netid.

Hrelliklam er sivaxandi vandamal & pessari 6ld. | vidamikilli rannsokn sem gerd var

arid 2013 afbandariska tolvufyrirtekinu McAfee, sem sérhafir sig | orP/ggls“maIum a

netinu, kom i 1jos ad 13% viomalanda hofdu reynslu af pvi ad personuleg gogn peirra,
p.&.m. myndefni, vari komid i dreifingu.
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En%ar sambarilegar rannsoknir hafa verid gerdar & umfan%i hrelliklams hér & landi.

Arid 2014 var po gerd 6formleg konnun medal menntaskolanema til ad athuga umfang
ess lags klams [%r,eln Ragnhéidar Davidsdottur ,Nektarm ndamennln? netheima:
ripskot og hefniklam* sem birtist 1 19.juni, arsriti Kvenreftindafelags Islands 2014,

Fjorir viemalendur, tveir strakar og tvar stelpur, voru valdir til ad della reynslu sinni,

og fylgir si grein pessari umsdgn. Allir vidmelendur hofou fengid sendar og sent sjalfir

ljosmyndir og/eda myndskeid par sem einstaklingur er syndur nakinn og/edad
Kynferdislegan mata.” Sumt myndefnid var sent med sam%ykkl 0g sumt an sampyKkkis.

bjodriki og fylki um allan heim hafa sett 1og & sidustu arum sem reyna ad vernda .
Polendur hrelliklams og hindra dreifingu pess. Margar mismunandi leidir hafa verio
arnar | peim efnum. Lengsta reynslan og dypsta pekkingin aIa?,aset_n.mgu egn
hrelliklami er an efa | Bandarikjunum, en par hafa 16 fylki sett [6ggjof til ad Stemma
stigu vid hrelliklami og fer hvert fylki sinar leidir vid Utfeerslu pessara laga.

Hanu,ar 2015 kom0t grein eftir Mary Anne Franks, lagaprofessr vid Ia?adeild _
Haskolans i Miami, par sem hin ber’saman p&r mismunandi leidir sem farnar hafa verid
| Bandarikjunum og i londum utan Bandarikjanna vid lagasetningu ge_%n hrelliklami.
Greinin ber titilinn", Drafting an Effective ‘Revenge Porn’ Law: A Guide for
Legislators* og er serstaklega tlud |oggjafarvaldinu sem vinnur ad gerd slikra laga, en
ﬁ_remmnl mélir Franks med svokalladri ,f){rl_rmyndarloggjof‘_gegn firelliklami par sem
10 besta Ur mismunandi lagasetningum q/ kja og landa er tekid til. Umstgn | _
Kvenréttindafélags Islands byggist ad hluta til af hugmyndum Franks, og afrit af grein
hennar fylgir pessari umsGgn.

*k%k

Kvenréttindafélag Islands gerir eftirfarandi athugasemdir vid frumvarpid eins og pad er
lagt fyrir i pingskjali 668 - 436. mali.

1 grein

| fyrstu grein hessa frumvarps er lagt til ad & eftjr 210.“%r. b laganna komi ny grein, 210,
?r,. ¢, svohljodandi: Hver sem flytur inn, aflar ser eda dorum, Dirtir eda dreifirmyndefni,
Josmyndum, kvikmyndum eda samberilequm hlutum par sem einstaklingur er Syndur
nakinn eda a kynfer |sIe?an hatt an sampykkis pess sem & myndunum er, skal s&ta
fangelsi allt ad 1 ari en allt ad 2 arum efhbrot er storfellt

Kvenréttindafélag Islands fagnar pvi ad akvaedi um hrelliklam sé sett inn i XXII. kafla
hegningarlaganna um kynferdisbrot. Hrelliklam er kynferdisbrot.

Kvenréttindafélag Islands melir po med aéé)essi grein sé flutt undir 199. grein XXII.

kafla almennu hegn_mgarlagan_na nr. 19/1940 um Kynferdislega areitni. | frumvarpinu er

P<e33| grein sett undir 210. grein laganna sem f%allar um ,blrtln?u 0g dreifingu & klami,
venrettindafélag Islands vill leggja aherslu ad hrelliklam ertegund af kynferdislegri
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areitni, og telur ad I('j?gijéfi_n skuli skilgreina pad_sem slikt med pvi ad flytja greinina
undir 199. grein sem tifgreinir kynferdislega areitni.

| 199, grein er kynferdisleg areitni skilgreind sem svo: ,,Kynferdisleg areitni felst m.a. i
bvi ad strjuka, pukla eda Kafa & kynfaerum eda brjostum annars manns innan kleda sem
utan, enn fremur i taknraenni hegoun eda ordbragdi sem er mjog meidandi, itrekad eda
til pess fallid ad valda otta.” Hrelliklam er kynferallsle_? areltma%ar Sem b|rt|n? ,
myndefnis eda hotun um birtingu myndefnis er beitt til ad meida, kuga og valda otta.

Arid 2007 demdi Haestiréttur Islands karlmann sekan fyrir ad deila hrelliklami p% var
hann sakfelldur fyrir brot gegn 209, 9qr. almennra hegningarlaga nr. 19/1940 (sja dom
Heestarettar nr, 242/2007)."Grein 209 gerir sakhaft lostugt athaefi sem sgerir
blygdunarsemi manna eda er til opinbers hneykslis. Refsiramminn er 4 &r i pessari
grein.

Kvenréttindafélag Islands telur ad hrelliklam e|?| frekar ad falla undir 199, grein

Iaga,nna um kynferdislega areitni, en ge,rlr alvarfegar athugasemdirvio pviad

refsiramminn’sé i beirri"grein adeins 2 ar, eda helmingur af refsiramma fyrir brot & 209.

%reln. Kvenrettindafelag slands qetur ekki fallist 4 a kynferdisleg areitni sé léttvaegara
rot en lostugt athafi sém serir blygdunarsemi manna,

Kvenréttindafélag Islands melir einnig med ad ordalag & pessari 1 grein frumvarpsins
sé skerpt.. Félagid veltir fyrir sér hvort ad ordalag pessarar greinar se svo vitt ad
myndbirtingar Toreldra af berrdssudum smabomum s gerd ologleg.

Kvenrgttindafélag Islands telur mikilvaegt ad ekki megi gera 6lagmatar myndbirtingar
sem syni nekt einstaklinga, ef myndbirtingin er |_almgnnaha}?. bolendur kg/_nfer,6|sl_egrar
areitni og annarra kynferdishrota eiga ad geta deilt Itjo,sm ndum.til ad stydja mal sitt
Ekki at.d. ad vera saknzmt ad deila [josmyndum af eins aklmgl sem  flassar“ eda
afhjupar kynferi sin 4 gotu 0ti, Einnig attit.d. ekki ad vera saknaemt egar 3
einstaklingur sem hefur verid areitturmed oumbednum ljosmyndum af Kynfeerum deilir
peim til sOnnunar um ad areitid hafi att sér stad.

2. grein

| annarri Rr_ejn bessa frumvarps er lagt til ad a eftir 229. gr. laganna komi ny grein, 229.
or. a, svonljodandi: Hver sem birtir éda dreifir myndefni, Ijosm?{ndum, kvi myndum_, _
eda sambaerlle%um hlutum og birting eda dreifing er til pess fallin ad valdafg anda tjoni
eda vanlidan eda er litilsvirdandi fyrir polandann’skal s@ta fangelsi allt ad 1 ari en allt
ad 2 arum efhrot er storfellt.

Kvenréttindafélag Islands stydur pad ad hrelliklam birtist & tveimur stddum i almennu
he?nmgarlogunu_m_ 19/1940, baedi undir XXI1. kafla um kynferdishrot sem og XXV.
kafla um &rumeidingar og brot gegn fridhelgi einkalifs. b teljum vio mun mikilvegara
ad hrelliklam falli undir kynferdisbrot, frekar en brot & fridhelgi einkalifs.
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Ad pessu s%géu, ef akvedid verdur ad setja inn akveedi um hrelliklam_inn i XXV. kafla
um &rumeidingar og brot gegn fridhelgi einkalifs, teljum vid mjog mikilvagt ad einnig
Seu gerdar breytingar 4 242. ?rem_ pess kafla par sem tilgreint e hvernig saksokn fari
fram gegn brotum 1 peim kafla, Eins og frumvarpid er ordad ning, pa myndi ny 229.
g_reln a um hrelliklam falla undir 3. malslid 242. greinar, sem pydir pad ad mal gegn

irtingu hrelliklams ,,getur sa einn hofdad, sem misgert ervid

Kvenréttindafélag Islands telur ad gerendur hrelliklams skuli skylaust s&ta akeeru sem
sé hofdud af akeeruvaldinu, ekki afpolandanum. pad er dasettanlegt ad Ieg?Ja had &
herdar polendur kynferdisbrota og hrelliklams ad purfa ad standa i einkamalsoknum til
ad na fram rétti sinum. Malir ]‘elaqlé med ad gerd verdi br_eyt,mg a242. grein L malslid,
0g ad akvaedi um hrelliklam sé skilyrt sem brot akart af yfirvoldum, liktog brot & 233.
grein hegningarlaganna eru i dag.



RaGNHEIPUR DaVIDSDOTTIR

Nektarmyndamenning netheima:

KRIPSKOT OG HEFNIKLAM

m sioustu  misserum  hefur att

sgr stad mikii umrseda um
\leifingu nektarmynda a netinu,
sérstaklega dreifingu ljosmynda sem hafa
verid teknar an vitundar pess sem a henni
birtist og dreifingu sem er gegn vilja, eda an
vitundar, pess adila. Erfitt er ad sporna gegn
bessari mynddreifingu og fornarléombin
eru varnarlaus og eiga i f4 hius ad venda.
Ragnheidur Davidsdottir for a stufana og
tok tali fjogur ungmenni um reynslu peirra
af dreifingu nektar- og kynlifsmynda af

islenskum stulkum og strakum.
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Samskiptamidlar eins og Snapchat eru
gridarlega vinsaelir medal unglinga pessa
dagana. Snapchat er sméaforrit (svokallad
~app”) sem bydur upp & ad senda ljosmyndir
og myndbandsbrot allt upp i 10 sekdndur
frd einum snjallsima til annars. Sendingin
hverfur svo endanlega og & vidtakandi pvi
ekki tok & ad sja myndina eda myndbrotid
lengur.

Eda svo er sagt. | sumum simum er
reyndar haseglega haegt ad vista pessar
myndir med pvi ad taka svokallad skjaskot
(myndafrit). Pa er haegt ad geyma myndirnar
eda gera hvad sem er vio peer, medal

annars dreifa peim.



Ymis élitamal hafa komid upp baedi
hérlendis og erlendis vardandi dreifingu
slikra skjaskota, sérstaklega gagnvart
nektarmyndamenningu sem virdist vera
ad proast hja yngri kynslédunum & islandi.
islenska netsidan PinkChan hefur til ad
mynda bodid notendum upp & ad skiptast a
ljosmyndum af islenskum stelpum. Sumar
beirra eru ekki nema fjértan éara.

pPessi menning hefur kallad eftir
nyyroum a bord vio ,kripskot” og ,hefniklam*
og nyjum hugtokum & bord vid ,rafreent
einelti“. petta hefur gengid svo langt ad
tl ad mynda Rikislogreglustjori, Barna-
verndarstofa og SAFT hafa Oskad eftir
lokun akvedinna vefsiona sem budu upp &
slikt efni.

En hvar liggja mork tjaningarfrelsis
og friohelgi einkalifs eda annarra
verndarhagsmuna? pbad hljéta flestir ad vera
sammala pvi ad varasamt sé ad takmarka
tjaningarfrelsi netverja med ritskodun.

Slikt kann p6 ad vera naudsyn. En
jafnvel poétt netpjonustufyrirtaeki loki fyrir
adgang ao soOdalegum vefsioum dregur
pad vart Ur notendum peirra. Peir virdast
halda afram ad birta og visa a nektar- og
kynlifsmyndir af islenskum stalkum og

strakum.

.Netid er magnadur midill. Netheimar og nyir
samskiptamidlar eru ad breyta menningu
okkar. Hraodfleyg upplysingateeknin med
sinum samskiptamata kallar & ad hlustad sé
a reynslusoégur peirra yngri."

Netio er magnadur midill. Netheimar
og nyir samskiptamidlar eru ad breyta
menningu okkar. Hradfleyg upplysinga-
teeknin med sinum samskiptamata kallar
a ad hlustad sé a reynslusogur peirra
yngri. Vio spurdum pvi tveer stulkur og tvo
drengi Gr mismunandi framhaldsskolum i
hofudborginni Gt i reynslu peirra og vidhorf
gagnvart pessari nektarmyndamenningu.
Pau voru einnig spurd Ut i notendahopa
PinkChan og nektarmyndir peirra.

Oll fjiogur hoféu fengid sendar myndir il
sin i gegnum Snapchat. Ad auki kdnnudust
pau 6ll vid einhvern sem hafdi sent og
mottekid ljéosmyndir. Af vidtdlum vid pau
fjogur ad deema finnst peim nektarmyndir
frekar edlilegar, en voru ésammala um

mogulega skadsemi peirra.
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STULKA, 19 ARA

Eg held ad félk sendi nektarmyndir af
sér af margvislegum &steedum. FoOlk i
flarsambondum sendir paer til deemis til
ad halda nand og ,minna &“ hvad bidur
hins adilans pegar pau hittast & ny. Petta
geeti lika verid syniporf eda einhvers konar
athyglissyki. Eg held ad karlar sem senda
oumbednar myndir af kynfeerum sinum geri
pad til ad svala einhverri frumstaedri porf til
ad syna fram a vald.

Eg hef fengid sendar myndir fra
kannski fimm manns, fr& badum kynjum,
baedi
athygli. Eg hef lika stundad ad senda

i grini en lika fyrir kynferdislega
myndir. Eg byrjadi ad senda peer pegar ég
var 17 éra, til straks sem ég hafdi verid ad
sofa hja & timabilinu, pad var eiginlega sma
einkahtimor & milli okkar.

Eg hef ekki ordid fyrir neikvaedri
reynslu af pvi ad senda nektarmyndir.
Jafnframt hef ég ekkert & moti peim svo
lengi sem sendandi og s& sem faer hana
senda til sin hafa veitt sampykki sitt og geri
sér grein fyrir hvada afleidingar pad hefur ef
myndirnar komast i dreifingu.

En pannig ganga hlutirnir ekki alltaf

fyrir sig. Eg pekki til stelpu sem sendi
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.Pegar pau heettu saman ték strakurinn

upp a pviad dreifa myndunum til vina sinna
sem dreifdu peim afram til vina sinna. ...
Han var nidurleegd, baktdlud og Gtskdafud en
strédkurinn lenti aldrei i vandraedum."

afar kynferdislegar myndir til keerasta
sins sem vistadi peer. begar pau heettu
saman tok strakurinn upp & pvi ad dreifa
myndunum til vina sinna sem dreifdu peim
afram til vina sinna. Vinir hennar fréttu af
pessu og sau myndirnar. Ad lokum heyrdu
foreldrar hennar af pessu 6llu saman. Hun
var nidurleegd, baktdlud og utskafud en
strakurinn lenti aldrei i vandraedum.

Eg held ad sending & nektarmyndum
hafi storaukist eftir tilkomu Snapchat en
par fer dreifing & nektarmyndum adallega
fram, en lika a samskiptamidlum eins og
Facebook. Nektarmyndir eru kannski ekki
ordnar edlilegur partur af samfélaginu,
heldurfrekar i lifi vissra adila, pa sérstaklega
af yngri kynsloainni.

Eg hugsa ad pad sé frekarjafnt hlutfall
milli kynjanna pegar pad kemur ad pvi ad
senda nektarmyndir, en ég held ad strakar
séu meira i pvi ad bidja um nektarmyndir.
Eg held lika ad strakar séu liklegri til pess
ad dreifa myndunum en stelpur en péa frekar
i peim tilgangi til ad monta sig, en stelpur

frekar i hefndartilgangi.
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STRAKUR 17 ARA

Folk sendir nektarmyndir adallega i grini
a vini sina en lika fyrir athygli. P6r senda
hvort 66ru myndir en mér finnst pad ekki
snidugt. Eg myndi aldrei senda svona
myndir & stelpur. Eg treysti peim ekki. Eg
hef sent myndir a vini mina i grini.

Fyrstu myndina sendi ég til vina minna
16 ara, bara til ad sja hvada vidbrégo ég
fengi. bau voru frekar sleem. Eg hef oft
fengid sendar myndir, en bara fr& strakum
og alltaf i grini. Eg hef 6rugglega fengid
sendar um fimmtiu myndir af stelpum fra
vinum minum. Peir hafa pafengid myndirnar
fra stelpunni og dreift peim sidan.

Eg hefvistad skjaskot fra PinkChan og
pekki marga sem eru med slikar myndirnar
vistadar. Eg pekki til deemis stelpu sem
vistadi myndirnar af 6llum stelpum sem hdn
pekkti og sendi sidan 6drum peer. Eg held
ad folki finnist allt i lagi ad vista myndirnar
bvi peim lidur eins og manneskjan a
myndinni sé ekki manneskja. Ppetta verdur
svo Oraunverulegt & netinu. Neestum eins
og kldm. Sidur eins og PinkChan virka eins
og markadur. bPU getur skipt & myndum

fyrir mynd. PU getur jafnvel bedid um

28 | 19.jani — timarit Kvenréttindafélags Islands

sérstaka stelpu og ad lokum eru stelpurnar
mismetnar i virdi myndanna.

Eg held ad stelpur stundi ekki svona
pvi ad peer hafa ekki dhuga & klami. petta
er i edli karla pvi ad pad er komid 6druvisi
fram vid okkur en konur i uppeldinu. Eg held
lika ad kynpokki kvenna selji betur en karla.
pad er til deemis til strippari i London sem
auglysir sig a SnapChat og hefur 6dlast
heimsfreegd. Hun sendir nektarmyndir af sér
asamt tima og stad pegar hun er ad vinna.
Eg held ad strakar sendi oftar svona myndir
af sér, pvi peir taka sig ekki jafn alvarlega.
Folk sem er & méti nektarmyndum eru peir
sem bera meiri virdingu fyrir sjalfum sér
og atta sig a pvi ad svona myndir hverfa

sjaldan alveg fra sjonarsvidi.

.Petta verdur svo 6raunverulegt & netinu.
Neestum eins og kldm. Sidur eins og
PinkChan virka eins og markadur. bPu getur
skipt & myndum fyrir mynd. Pu geturjafnvel
bedid um sérstaka stelpu og ad lokum eru
stelpurnar mismetnar i virdi myndanna."



STELPA, 17 ARA

Eg held ad folk sendi nektarmyndir af sér
fyrir athygli. Eg heffengid sendar myndir fra
badum kynjum, par af kannski tiu strakum.
Fyrstu nektarmyndina fékk ég 13 ara fra
einhverjum Okunnugum manni sem taladi
vid mig 4 samskiptamidlinum MSN. pbad
hafdi afar sleem ahrif a mig. Sidan pa hef
eég oft lent i pvi ad fa dumbednar myndir
frd strdkum sem ég pekki varla. En ég hef
lika fengid myndir fra strak sem ég var i
sambandi vid og fr& vinum minum i grini.
pad finnst mér allt i lagi.

Eg hef bara sent myndir & einn strak
sem ég var i sambandi vid. bad reyndist
meér ekki vel pvi pegar vid heettum saman,
byrjadi hann ad dreifa myndunum af mér. Eg
leyfdi keerastanum ad vista myndirnar, sem
jok sarsaukann pegar hann dreifdi peim pvi
ég treysti honum. Eg var heima hja vinkonu
minni pegar ég frétti af pessu og ég hringdi
rakleidis i hann til ad reeda petta vid hann.
Hann svaradi ekki, heldur svaradi strakurinn
sem haféi fengid myndirnar af meér,
hleejandi. Pegar ég loksins nadi sambandi
vid keerastann fyrrverandi réttleetti hann

pbetta med pvi ad segja ad strakurinn hafi

.Hann leit ekki a petta sem brot gagnvart
mér og skildi ekki af hverju ég var svona sar.
Naestum eins og hann greindi ekki ad ég var

a4 pessum myndum.”
att inni hja honum pvi strakurinn hafdi synt
honum myndir af annarri stelpu i stadinn.
Hann leit ekki a petta sem brot gagnvart
meér og skildi ekki af hverju ég var svona
sar. Neestum eins og hann greindi ekki ad
€g var & pessum myndum.

Mér finnst hraedilegt hvad nektar-
myndir eru ordnar edlilegar. Eg hef svo
oft lent i pvi ad sja straka syna hvorum
0orum skjaskot i simunum sinum, likt og
verdlaun. Min kynslod er med nektarmyndir
a heilanum. Strakar horfa meira & klam en
stelpur. Peir eru vanir ad sja naktar stelpur a
netinu og gera pess vegna litinn greinarmun.
Liklega senda stelpur og strakar jafn mikio
af myndum, en i mismunandi tilgangi.

Med aukinni teekni er audveldara ad
senda nektarmyndir. FOlk heldur ad peer
tynist, en svo er ekki. bad er otrilega audvelt
aod vista myndirnar, svo hverfa myndir aldrei

fylllega af netinu!
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STRAKUR, 16 ARA

Folk sendir myndir af mérgum astsedum:
Fyrir athygli frd hinu kyninu, til ad sja
vidbrogo félks en lika bara i grini. Einn
daginn datt ég inn & sidu sem hét Kik. par
tokst mér ad plata marga tugi utlenskra
stelpna til ad senda mér myndir af sér. Eg
spjalladi vio peer i viku eda tveer, par til paer
treystu mér, og pa bad ég um myndir. Svo
sendi ég vinum minum myndirnar. Stundum
fékk ég jafnvel myndbond af peim. Pbetta
var einfalt.

Eg gerdi pad fyrst adallega til ad sja
hvort ég geeti pad en svo for petta ad verda
ahugamal hja mér. Mér heaetti ad finnast petta
i lagi pegar ég byrjadi med stelpu hérlendis
og attadi mig a pvi ad bakvid myndirnar
voru stelpur sem hofdu treyst mér.

Inni & Kik voru lika hépar tileinkadir pvi
aod deila svona myndum og hvern dag foru
hundrad nyjar myndir af stelpum i gegnum
hopinn. Eg held ad strakar séu meira i pvi
ao deila svona myndum, en ad stelpur
seéu po ekki lausar vid pad. Kannski af pvi
strakar hafa meiri dhuga & svona hlutum.
Strakar senda fleiri myndir, en peir taka paer

kannski ekki jafn alvarlega og stelpur.

.Mér er alveg sama pétt stelpur sendi mér
myndir. En ef ég frétti ad systir min hefdi lent i
svona, yroi ég midur min."

Folk sendir fleiri myndir nu til dags
bvi pad er svo létt. Snjallsimar og smaforrit
eins og SnapChat gera svona ,sexting”
(kynferdisleg smaskilabod) svo einfalt ad
petta komst fljott i tisku. Nektarmyndir eru
bannig ordnar edlilegur hluti af lifi folks.
Menningin snyst svo mikid um utlit og kynlif.
bPeir sem eru fyrir dreifingu nektarmynda
hafa likast til aldrei pekkt neinn sem hefur
lent illa i pvi. Petta er svo fjarlaegt.

Mér er alveg sama pott stelpur sendi
mér myndir. En ef ég frétti ad systir min

hefdi lent i svona, yrdi ég midur min.

1244

Nektarmyndir eru svo sannarlega ekki nytt
fyrirbeeri. 1 gegnum aldanna réas hafa peer
verid nattarulegar i sjalfum sér og edlilegur
partur af heilbrigdum samskiptum milli
kynjanna. Hins vegar eiga paer sér haettulega
hlio og hafa skal allan vara a pegar pad
kemur ad midlun peirra a samskiptamidlum
natimans. Par verdur traust vina jafnvel
ad meta meod tima i

lengri huga. =

Allar myndir i pessari grein eru fengnar fra
lj6smyndapjénustunni Shutterstock.
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|. Defining the Problem

The disclosure of sexu_aII){ explicit images without consent and for no legitimate purpose -
popularly but m|slead|n% y referred to as “reven%e porn” - causes immediate, devastating, and in
many cases irreversible harm. A venge_ful ex-partner, opportunistic hacker, or rapist can upload
an explicit image of a victim to a website where thousands of people can view it and hundreds of
other websites can share it. In a matter of days, that image can dominate the first several pages of
search engine results for the victim’sname, as well as being emailed or otherwise exhibited to the
victim’s family, employers, co-workers, and peers. Victims are frequently threatened with sexual
assault, stalked, harassed, fired from jobs,2and forced to change schools.3 Some victims have
committed suicide.4

Nonconsensual pornography is not a new phenomenon, but its prevalence, reach, and impact
have increased in recent years. The Internet has greatlﬁfacmtated the rise of nonconsensual
pornography, as dedicated “revenge porn” sites and other forums openly solicit private intimate
Images and expose them to millions of viewers, while allowing the posters themselves to hide in
the shadows.5As ma_nK as 3000 websites feature “revenge porn,”6and intimate material is also
widely distributed without consent through social media, bloas, emails, and texts. The Cyber
Civil Rights Initiative (CCRI) hears from an average of 20-30 victims every month. Technology
and social media make it possible for abusers to “crowd-source” their harassment as well as
making it possible for unscrupulous individuals to profit from it.

The term “revenge porn” is mlsleadm% in two respects. First, perpetrators are not always be
motivated by vengeance. Many act out of a desire for profit, notoriety, or entertainment,
including hackers, Purveyors ofhidden or “upskirt” camera recordings, and people who
distribute stolen cellphone photos. The term “revenge porn™ is also misleading in that it implies
that takmgi apicture of oneselfnaked or engaged in a sexual act (or allowing someone else to take
such a picture) is porno?ra_phlc._But creating explicit images in the expectation within the context
ofaP_rlvate, intimate relationship - an increasingly common |oract|c_e_ - 15 not equivalent to
creating pornography. The act of disclosing a private, sexually explicit image to someone other
than the intended audience, however, can accurately be described as pornographic, asit
transforms a private image into public sexual entertainment. Many victim advocates accordingly
use the term “nonconsensual pornography.”

2 See Ariel Ronneburger, Sex, Privacy, and Webpages: Creating a Legal Remedyfor Victims ofPorn 2.0, 21 Syracuse
Sci. & Tech. L. Rep. 1(200%2, 10,
325554Dan|elle Keats Citron & Mary Anne Franks, Criminalizing Revenge Porn, 49 Wake Forest L. Rev. 345

+ Emily Bazelon, Another Sexting Tra%edy Slate, April 12, 2013, ,

5DKIan Love, It Will Be Hard toStop the Rise of Revenge Porn, Business Insider, Feb. 8, 2013

6 TNe Economist, ReveanOe Porn: Misery Merchants,July 5, 2014,

7 In.a recent survey of 1100 New Yorkers, nearly haff§4 %),regorted that they had recorded themselves
having sex. New York Post, New Yorkers Reveal What Their Sex Lives Are Really Like, Sept. 3, 2014, :

A GUIDE FOR LEGISLATORS Page 2 of 12



Nonconsensual pornographr refers to sexually explicit images disclosed without consent and for
no legitimate purpose. The term encompasses material obtained by hidden cameras,
consensually exchanged within a confidential relationship, stolen photos, and recordings of sexual
assaults. Nonconsensual pornography often plays a role in intimate partner violence, with abusers
using the threat of disclosure to keep their partners from leaving or reporting their abuse to law
enforcement.8 Traffickers and pimps also use nonconsensual pornography to trap unwilling
individuals in the sex trade.9 Rapists are increasingly recording their attacks not only to further
humiliate their victims but also to discourage victims from reporting sexual assaults.

The rise in this destructive conduct is due in part to the fact that malicious individuals do not fear
the consequences of their actions. Before 2013, there were few laws in the United States explicitly
addressing this invasion of sexual privacy, even as concerns over almost every other form of
privacy (financial, medical, data) have captured legal and social imagination. While some existin
voyeurism, surveillance, and computer hacking laws prohibit the nonconsensual observation an
recording of individuals in states of undress or enga?ed in sexual activity, the nonconsensual
disclosure of intimate images has been largely unregulated by the law. This is beginning to change.

[I. Global and U.S. Legislative Efforts

In 2009, the Philippines became the first country to criminalize nonconsensual pornography,
with a penalty ofup to 7 years’ imprisonment. 1L The Australian state of Victoria outlawed non-
consensual pornography in 2013.12 In 2014, Israel became the first country to classify non-
consensual pornography as sexual assault, }?umsha_ble by up to 5 years imprisonment;13 Canada
criminalized the conduct the same year.24The United Kingdom, Brazil, andJapan are currently
considering legislation on the issue.51n 2014, a German court ruled that an ex-partner must
delete intimate images of his former partner upon request.s

8 See Jack Simpson, Revenge Porn; What is it and how widespread is the problem?, The Independent,
July 2, 2014; Annmarie Chiarini, “I was a victim ofreven%eporn.”The uardian, Nov. 19, 2013,

9 Se Ann Bartow, Porno raf)hy, Coercion, and Copyright Law 2.0, 10 Vand. J. Ent. & Tech. L. 799, 818;
Marion Brooks, The World ofHuman Traffic m\g:_One Woman’s Stor}é, NBC Chicago, Feb. 22, 2013,
o Tara CuIP-RessIer, 16Year-OId’sRaPe Goes Viral on Twitter, Think Progress, July 10, 2014,

1 World Intellectual P_rop_erty Organization, Anti-Photo and Video VoyeurismAct 02009 XRepubllc Act No.
9995), htnt/f):'// WWW.Wip0.int edocs/Iexdocs/laws/en/ph/Ph137en.pdf _

1 Ddlly Mail, 'Revenge porn' outlawed: Israel and Australia ban spurned lovers from posting
compromising photos of their exes,Jan. 8, 2014, o

13 Yifa Yaakov, Israeli law makes rev_enge porn a sex crime, Times of Israel, Jan. 6, 2014,

14 House of Commons_of Canada, Bill C-13, _ _ _

I1_5AIeJx ICogﬁferazr(l)el,4Leg|sIat|ng on Revenge Porn: An International Perspective, Society for Computers and
aw, July £4, : - . . .
1262P%|1p4y0Itermann, 'Revenge porn' victims receive boost from German court ruling, The Guardian, May

3
A GUIDE FOR LEGISLATORS Page 3 of 12


http://www.wipo.int/edocs/lexdocs/laws/en/ph/ph137en.pdf

Before 2013, onI?/ three U.S. states - NewJerseﬁ, Alaska, and Texas17- had criminal laws
directly a[ppl_mab e to nonconsensual pornography. Between 2013 and 2014, 13 states passed
criminal legislation to address this conduct: Arizonal8, California, Colorado, Delaware,
Georgia, Hawalii, Idaho, Illinois, Maryland, Pennsylvania, Utah, Virginia,
Wisconsin. The Cyber Civil Rights Initiative advised 11 of these states, though it is important
to note that the final versions of many of these laws may not reflect CCR1’s recommendations.
The conduct carries felony penalties In six of these states %Anzona, Hawaii, Idaho, Illinois, New

Jersey, and Texas) and is @ misdemeanor offense in the other ten. 19

Le(_iislati_on has been introduced or is pending in several other states, as well as the District of
Columbia and Puerto Rico. As ofJanuary 2015, the Cyber Civil R|gzhts Initiative has advised or
5 adwsm&;(nme of these states: Alabama, Florida, Kansas, Kentucky, Missouri, New
York, Oklahoma, Ore on,Washln?to_n, as well as Washington, D.C. Updated
information about enacted and pending legislation can be found at the National Conference of
State Legislatures (NCSL) Revenge Porn Legislation Page. For a list focused solely on states that
have passed revenge porn laws, see attorney and CCR1 Board Member Carrie Goldberg’s blog.

CCRI is also working with the office ofCon%resswomanJackie Speier (D-CA) on a federal
criminal bill to be introduced in early 2015.

1. Elements of an Effective Law

Unfortunately, man}/ laws that have been passed or are pending regarding nonconsensual
porno_?ra_phy suffer from overly burdensome requirements, narrow applicability, and/or
constitutional infirmities. A strong law must be clear, specific, and narrowly drawn to protect
both the right to ﬁrlvac% and the rlﬁh'[ to freedom of expression. The following is a list of features
an effective law should have, as well as features that should be avoided.

1 The law SHOULD clearly set out the elements of the offense: the knowing disclosure of
sexually explicit photograﬁhs and videos ofan identifiable person when the discloser knows or
should have known that the depicted person has not consented to such disclosure.2L This is

A portion of Texas’s law has recently been held unconstitutional. See Ex parte Thompson (2014),

BArizona’slaw has been (_:halleng\ed by a lawsuit brought by the ACLU and several hookstores. Ajudge

issued a stay of the law while legislators work to address constitutional concerns. Jamie Ross, Courthouse

News Service, AZ Revenge Porn Law Put on Hold by Tudge, Dec. 1, 2014,

BIn Delaware, the offense is a felony if certain a?gravatm? factors are present, e.g. when the perpetrator

F(J:ub(!lshes the images for profit or with the intent T0 harass the victim. See Section™1335, Title ‘11 Delaware
ode.

DProgressive Law Practice, Federal Legislation on Tap to Fight ‘Revenge Porn,"Jan. 2015,

2L See”lllinois S.B. 1009 (signed into law December 2014); “A’person commits non-consensual

dissemination of private Sexual mages_when he or she..." intentionally disseminates an |mage of another

person... who is Identifiable from the image itself or from information displayed in connection with the
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necessary to ensure that individuals who make inadvertent disclosures, or individuals who had no
way ofknowing that the person depicted did not consent to the disclosure, are not punished.

2. The law SHOULD contain exceptions for sexually explicit images voluntarily exBo_se_d in
public or commercial settings and narrow exceptions for disclosures made in the public interest.
Otherwise, individuals could be prosecuted for forwarding or linking to commercial
pornagraphy, or prosecuted for recording and reporting unlawful activity, such as flashing.22

3. The law SHOULD NOT confuse mens rea (also called intent) with motive. While the
reqmsﬂe_mens rea for each element of a criminal law should be clearly stated, criminal laws are
not required to include - and indeed the majority do not include - motive requirements. “Intent
to cause emotional distress” or “intent to harass™ requirements23 arbitrarily distinguish between
perpetrators motivated by personal desire to harm and those motivated by other reasons. Motive
recluwement_s ignore the reality that many perpetrators are motivated not'by an intent to distress
but by a desire to entertain, to make money, or achieve notoriety.24 The recent distribution of
over a hundred celebrities’private, intimate photos on various websites makes this point
abundantly clear: the disclosers in that case were hoping for Bitcoin ﬁonlme_ currency) donations,
and likely had no personal relationship to their victims at all.5 A California nghway Patrol
officer accused of_aqcessmg and forwarding a female DUI suspect’s intimate cellphone pictures
claimed that obtaining an exchangmg such photos was common “game” among officers.2 Such
behavior is clearly not intended to harass or distress the victim; indeed, perpetrators are
incentivized to avoid the victim’s discovery of such conduct altogether.

image; and who is engaged in a sexual act or whose intimate parts are exposed. and obtains the image
under circumstances in which a reasonable person would know or understand that the image was to
Eemam_pntvate and knows or should have known that the person in the image has not consented to the
Issemination.,
2 See lllinois S.B. 1009, which exemPts the intentional dissemination of an image of another identifiable
person who is engaged in a sexual act or whose intimate Parts are exposed “when the dissemination is
made for the purpose of a criminal investigation that is otherwise lawful”; “for the purpose of, or in
connection with, the reporting of unlawful conduct”, when the images involve voluntary exposure in
%thc or commercial settings™; or “when the dissemination serves & lawful public purpose.”
2B See Utah H.B. 71 (signed'into law March 2014): “An actor commits the offense of distribution of
Intimate images if the actor, with the intent to cause emotional distress or harm, kno_wn%gly or
|n|tdent|o[1ally distributes to any third party any intimate image of an individual who is 18'years of age or
older...
24As the proprietor of a once-popular revenge porn site described his motivations, “I call it _
entertainment... We don’t want anyone shamed or hurt we just want the pictures there for entertainment
%rl%oses and business.” CBS Denver, ‘Revenge Porn’Website has Colorado Women Outraged, Feb. 3

% See Rob Price, Bitcoin BePgars Try to Profit Off Leaked Celebrity Nudes, Daily Dot, Sept. 1 2014,
2 See Matthias Gafni & Malaika Fraley, Warrant: CHP officer says stealing nude’photos from female
arrestees ‘game’ for cops, Contra Costa Times, Oct. 24, 2014,

]
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Existing laws on voyeurism, theft, and sexual abuse make clear that whether a P}erpetrator
intends to distress a victim is beside the point: the relevant question is whether he or she
intentionally engaged in nonconsensual conduct.

The term “revenge porn” may be partly to blame for these misguided intent requirements, as it
implies that this conduct is always motivated by personal animus. The insistence that
nonconsensual pornogi_raphy laws must include a motwe_reqlu;rement seems to originate with the
ACLU,Z7but constitutional doctrine does not support this claim. While any statute that regulates
expression must avoid constitutional overbreadth, such overbreadth concerns “must not only be
real, but substantial as well, Hudged in relation to the statute’splainly legitimate sweep.”28That is,
the mere possibility that a statute could be applied too broadly is not in‘itself sufficient grounds to

invalidate It.

The ACLU’s recommendation is all the more strange considering that the ACLU itself, in
objecting to federal stalking provisions ofthe Violence Against Women Act, characterized “intent
to cause substantial emotional distress” elements, as well as intent to “harass” or “intimidate”
elements, as “unconstitutionally overbroad.” 2 That is, the ACLU maintains that such language
IS unconstitutional in the context of stalking laws while |n5|st|n? that such language is necessary to
ensure the constitutionality of nonconsensual pornography laws.

[ronically, intent to cause harm or distress I_anguaPe J)_otennally weakens the constitutionality of
nonconsensual pornography laws. Prohibiting only disclosures of sexually explicit images when
they are intended to cause distress while allowing disclosures that are nof renders a law
vulnerable to objections of constitutional under-inclusiveness and viewpoint discrimination.3)

Notwithstanding, if legislators feel that some reference to harm or distress is necessary, an
alternative, constitutionally sound approach would be to employ an objective standard, e.g.
“when a reasonable person would know that such disclosure would cause harm or distress.”

4. The law SHOULD NOT be so broadly drafted as to include drawings3L or unusually
expansive definitions of nudity (e.g. buttocks or female nipples visible through gauzy or wet

Z1The ACLU Foundation of Arizona makes this claim in its recent lawsuit against Arizona’snon-
consensual prorn_ographfv law, Antigone Books et al v. Horne (201_42. The ACLU of Maryland made this
claim in its Testimony for the Maryland House Judiciary Committee on HB 43 (Jan. 28, 2014).
BBroadrick v. Oklatioma, 413 U.S. 601, 615 (1973).
BACLU, New Expansion of Stalkm? Law Poses First Amendment Concerns, March 12, 2013.
JFor example, a Texas court recently held that ruled that the state’s improper photography statute could
not be rescued from constitutional overbreadth because it only criminalized Rhotographs taken with the
intent to arouse or gratify a person’s sexual desires, In fact, the court found that such an intent
re(ﬁgrement was an “attempt to re(%ulate thought.” Ex Parte ThomPson (2014), 11-12. N
3 Michigan’s proposed S.B. 0294 States “A person shall not ... post on the Internet any sexually explicit
Rhotograph, rawing, or other visual image of another person with the intent to frightén, intimidate, or
arass any person.

6
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fabric)2in its scope. Too-hroad definitions could also lead to “baby in the bath” problems,
cr|m|nal|zm’38arents who share innocent pictures of their infants.3 On the other hand, the law
SHOULD NOT be so narrowly drafted as to applgdonly to images featuring nudity, as an image
can be sexually explicit without containing nudity.

5. The law SHOULD NOT be so narrowly drafted as to only ai)ply to disclosures made online
or through social media, & as nonconsensual pornography can also take “low-tech” forms such as
printed photographs and DVDs.%

6. The law SHOULD NOT be limited to conduct perpetrated by a current or former intimate
?artner._37Wh|Ie such laws usefully hlgh|l?ht the fact that nonconsensual pornography is often a
orm of intimate partner violence, they allow friends, co-workers, and strangers to engage in this
destructive conduct with no consequence.

3 See Georgia H.B. 838, defining “nudity” as “(A) The showing ofthe human male or female genitals,
P“b'c areq, Or buttocks without any covering.or with less than a full opaque covering; (E%) The Showing of
he female breasts without any covering or with less than a full opaque covering; or%C) he depiction of

covered male genitals in a discemibly turgid state,” _
B See Riya Bhattacharje, Florida pushes Dill to criminalize 'revenge porn', MSN News, Alonl 3, 2013
“University of Miami_ law professor Mary Anne Franks said it was ‘a very good sign’ that legislators were
working,toward criminalizing revenge porn, but the proposed hill was too broad in some aspects and too
narrow in others. ‘It's criminalizing the creation of an image that depicts nudity, but it doesn't define.
nudity,” Franks said. ‘It needs to make clear what it means b% nudity and that udity isn't the only thin
we cdre about. So it is unclear whether it refers to genitalia, buttocks, breasts, etc. or all of the above. That
\é?ng_er?éalss rrggggttr%enag,that amother who uploads a photo of her baby in the bath to Facebook could face
imi ution.
9 See Ca?rje_GoIdberg Seven Reasons Illinois is Leading the Fight Against Revenge Porn, Cyber Civil
R|ghts Initiative, Dec, 31, 2014. _ _ _
b See Georgia H.B. 838, limiting application to a person who “{1) Electronically transmifs or posts, in one
or more_transmissions or posts, & photograph or video . when the transmission or post is harassment or
causes financial loss to the depicted person and serves no legitimate purpose to the depicted person; or (2)
Causes the electronic transmission or Postmg, in one or mofe transmissions or posts, ofa photograph or
video ...when the transmission or post is harassment or causes financial loss to the depicted person and
SErves no Ie(\;|t|mate purpose to the depicted person.” N _
3 See, e.0., the case of David Feltmeyer, who_allegedly distributed sexually explicit DVDs of his ex-
%grlfrlen f"on the windshields of cars in her nelgphborhood after she declined to_continue a relationship with
im. Police: Man Left DVDS of ex Girlfriend Performing Sex Acts on Car Windshields, AP News, March
3, 2007. See also the case ofJovica Petrovic, who sent 8.5 xI1 glossy photos of his ex-wife performing sex
acts in FedEx envelopes to her hoss as well as to her home address, where they were opened by her seven-
ear-old son. Nicholas Ph||||%s Sext Fiend, Riverfront Times, April 18, 2013,
See Pennsylvania H.B. 2107: “a person commits the offense of unlawful dissemination
of intimate image if, with intent to harass, annoy or alarm a current or former sexual or intimate partner
the person disseminates a visual depiction ofthe current or former sexual or intimate partner in a state of
nudity or engaged in sexual conduct.” 7
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7. The law SHOULD NOT broaden immunity for online entities beyond what is provided by
the Section 230 ofthe Communications Decency Act. Section 230 protects online entities from
liability onli/\ to the extent that they function solely as intermediaries for third-party content. To
the extent that online entities act as co-developers or co-creators of content, they can and should
be prosecuted under state criminal law.

V. Model State Law

An actor may not knowingly disclose an image of another, identifiable person, whose intimate
Farts are exposed or who 1sengaged in a sexual act, when the actor knows or should have known
hat the depicted person has not consented to such disclosure [and under circumstances in which
the actor knew or should have known that the depicted person had a reasonable expectation of
privacy. A person who has consented to the disclosure of an image within the context of a
confidential relationship retains a reasonable expectation of privacy with regard to disclosures
beyond such a relationship.]3

A. Definitions. For the purposes of this section,

El; “Disclose” includes transferrin(h;, ?ublishing, distributing, or reproducing:

2)  “Image” includes a photograph, film, videotape, recor mg,dlgltal,orother
reproduction; _ _

(3  “Intimate Parts” means the naked genitals, pubic area, anus, or female adult
nipple ot the person:

(4)  “Sexual act” includes but is not limited to masturbation, genital, anal, or oral sex.
B. Exceptions. This section does not apply to

1 Imaqes involving voluntary exposure in public or commercial settings; or

2) Disclosures made in the public interest, including but not limited to the reporting
of unlawful conduct, or the lawful and common practices of law enforcement,
criminal reporting, fegal proceedings, or medical treatment.

V. Supplemental Resources: Revenge Porn Statistics
From a Cyber Civil Rights Initiative survey with 1606 total respondents, 361 victims:

BThe “reasonable exP_ectat_lon ofprivacy” language. is bracketed hecause of the benefits and drawhacks of
including it. The benefit of including such lan ua(%e I to emphasize that the statute onIyProtects private
images. This point is already addressed in B(L] of the exceptions, but including it in the"elements might
helptully underscore this aspect. The drawback of this approach is that the term “reasonable expectation
of privacy” might create more ambiguity than it resolves, especially consicering the doctrinal baggage of
the termin Folrth AmendmentjuriSprudence.

8
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61% of respondents said they had taken a nude photos/videos of themselves and shared it
with someone else o
23% of respondents were victims of revenge porn.

Statistics on Revenge Porn Victims:

83% of revenge porn victims said they had taken nude photos/videos of themselves and
shared it with someone else

90% of revenge porn victims were women

68% were 18-30 years old, 27% were 18-22

57% ofvictims said their material was posted by anex-boyfriend, 6% said it wasposted
by an ex-/qwlf_ne_nd, 23% said it was posted by an ex-friend, 7%said it was posted by  a
friend, 7% said it was posted by a family member

Information that was [Posted with the material;

Full name: 59%

Email Address: 26%

Social network info/screenshot of social network profile: 49%

Physical home address: 16%

Phone number: 20%

Work Address: 14%

Social Security Number: 2%

93% ofvictims said they have suffered significant emotional distress due to being a victim
82% said they suffered significant impairment in social, occupational, or other
important areas of functioning due to being a victim

42% sought out psychological services due to being a victim

34% said that being a victim hasjeopardized their relationships with family

38% said it has jeopardized their relationships with friends

13% said they have lost a significant othergoartner due to being a victim

37% said they have been teased by others due to heing a victim

49% said they have been harassea or stalked online by users that have seen their material
30% said they have been harassed or stalked outside ofthe Internet (in person,

over the phone) by users that have seen the material online

40% fear the loss ofa current or future partner once he or she becomes aware that

this is in their past

54% fear the discovery ofthe material by their currentand/or futurechildren

25% have had to close down an email address and create a new onedue  to
receiving harassing, abusive, and/or obscene messages

26% have had to create a new identity (or identities) for themselves online

9% have had to shut down their blog

26% have had to close their Facebook account

11% have had to close their Twitter account

8% have had to close their LinkedIn account

O OO ODOCDOOoO
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» 26% have had to avoid certain sites in order to keep from being harassed

»  54% have had difficulty focusing on work or at school due to being a victim

* 26% have had to take time offfrom work or take less credits in/a semester offfrom school

due to being a victim

8% quit theirdjob or dropped out of school

6% were fired from theirjob or kicked out of school

13% have had difficulty getting ajob or getting into school

55% fear that the professional reputation they have built up could be tarnished

even decades into the future

» 57% occasionally or often have fears about how this will affect their professional
advancement

»  52% feel as though they are living with something to hide that they cannot
acknowledge to a ﬁotenUaI employer (such as through an interview).

* 39% say that this has affected their professional advancement with regard to
networking and putting their name out there

+ 3% have legally changed their name due to being a victim

42% haven't changed their name, but have thought of it

42% have had to explain the situation to professional or academic supervisors,

coworkers, or colleagues

51% have had suicidal thoughts due to being a victim

3% ofvictims have posted revenge porn of someone else

VI.Supplemental Resources: Hlustrative Case Studies
The following cases provide a sense of the scope and severity of this conduct.
1. HOLLYJACOBS

HollyJacobs is not the name she was born with. A few years ago, the Miami, Florida resident
was working on completing her doctorate in Industrlal_Orgiamzanonal _Psychology at FIU and
had moved on from what she thought had been an amicable breakup with a longtime, long-
distance boyfriend.

She was happy in a new relationship, so much so that she posted a picture of herselfwith her new
boyfriend to Facehook to announce their relationship.
Soon after, she received an email that would change her life.

“It’s 8:15whereyou are. You have until8:37to reply. Then Istart the distribution.”

Holly quickly realized what the sender of the email was threatening to distribute, which also
made the sender’sidentity clear. She and her ex-boyfriend had exchanged intimate photos
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throughout their three-year relationship, but she had never thought that he would use them to
destroy her life.

Three days after Holly received the email, her pictures were on over 200 websites and she had
been inundated with unwelcome sexual proEosmons from men who had seen them. The pictures
had also been sent to her boss and a co-worker. Holly spent the next few months trymg to explain
the situation to her employer, her family, her friends, and colleagues, and to plead wit Born sites
and search engines to remove her material. After a solid month writing her dissertation by day
and sending takedown notices at night, the material was gone. But not for long. Within two
weeks, her material was up on 300 websites.

At that point, Holly gave uF trying to change her search results, and started the process to
change her name. She couldn't see any other way to escape the material that was following her
everywhere, jeopardizing her career, her psychological health, and her relationship.

But that wasn't the biggest change Holly wanted to make. After being repeatedly told b%_lawyers
and police officers that what her ex was doing wasn't against the law, she decided that this should
change too. She started the End Revenge Porn Campal?n and teamed up with activist Charlotte
Laws and law professors Mary Anne Franks and Danielle Citron to form a nonprofit
organization, the Cyber Civil Rights Initiative. One ofthe organization’s primary goals is to get
revenge porn criminalized in every state and at the federal level. Less than two years later, the
formerh( obscure issue of revenge porn has been pushed into the Pubhc consciousness and more
than halfof U.S. states have enacted or are considering criminal legislation against the conduct.
Read more about Holly here.

2. ALECIAANDREWS-CRAIN

Alecia Andrews-Crain, a Missouri mother of two, thought she could finally breathe a sigh of
reliefafter the full order of protection against her abusive ex-husband had been granted in
February 2014. But one morning only a few days later, as Alecia went about her work as an
independent insurance agent, she was greeted by a startling message in her inbox.

Subject: Someone did something nasty toyou on [redacted].com

Once she clicked on the link, she saw a photograph of herselftaken seven years ago as she
stepped out ofthe shower. She was still married to her hushand then, and she had no time to
react to his unexgected_ presence in the bathroom with a camera - just one examPIe of his
casually abusive behavior. This seven-year-old picture was now Posted to one of the most
notorious - and most popular - revenge porn websites. The photo showed up connected to her
LinkedIn and Facebook profiles, causing her personal and professional humiliation.

Like Holly, Alecia went to the police, certain that her ex’s malicious behavior had to be against
the law. In fact, Missouri does not have a law prohibiting the nonconsensual distribution of
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intimate images, and the act was not considered a violation of her order of protection. Alecia was
left without recourse. Alecia is now advocating for Missouri to reform its criminal laws to address
this issue. Read more about Alecia here.

3. ADAM KUHN

Adam Kuhn, chief of staffto Rep. Steve Stivers (R-OH), resigned inJune 2014 after an ex-
%wlfrlend tweeted an intimate picture of Kuhn to Rep. Stivers’account. Jennifer Roubenes
lIbaugh, who is married, has stated that she was upset with Kuhn for ending their relationship.
Albaugh told a Politico reporter that she “{_ust wanted to teach the pompous a---------- a lesson.”
Kuhn is unmarried, and his romantic relationship with Albaugh has no apparent bearing on his
public duties. This makes Kuhn’s situation different from that of disgraced mayoral candidate
Anthony Weiner, whose persistent, surreptitious, extramarital sexting arguably affected his fitness
for public office. Kuhn’s career and reputation have been unjustly and irreparably harmed by a

woman motivated purely by personal antagonism. Read more about Adam Kuhn here.
4, “SARAH”

In 2013, Alex Campbell was sentenced to life in prison for human trafficking. According to the
four witnesses who testified against him, Campbell used violence and intimidation to force
women into prostitution. One ofthe women, “Sarah” (not her real name) was forced to perform
sexual acts with another woman while Campbell filmed it. Campbell threatened to send this
video to Sarah’s family if she ever attempted to escape. Sarah’s story offers a glimpse of how
nonconsensual pornography is used by sex traffickers to keep women in servitude. Read more
about Sarah’s story here.

5. AUDRIE POTT

In September 2012, 15-year-old Audrie Pott went to a party. Alcohol flowed freely, and soon
Audrie was so intoxicated she could barely reco%nlze her friends. Three hoys and a girl helped
her to an upstairs bedroom. The girl left when t eboKs starting undressing Audrie and drawing
on her breasts and buttocks with markers. The boys then took pictures of themselves sexually
assaulting Audrie. When Audrie woke up the nex mornm%, she didn't know where she was or
what had happened to her. Seeing the marks on her body led her to ask her friends how they %ot
there. Through Facebook conversations, Audrie learned what the bOY_S had done to her. She also
learned that there were pictures, and that those pictures were circulating around the school.

A week later, Audrie called her mother from school at middaY and asked to be taken home. She
retreated to her room when the two arrived at home: her mother decided to check on her after
not hearing anything for 20 minutes. The bathroom door was locked and there was no answer
from inside. Audrie’smother forced open the door to find her only child hanging from a belt
attached to the showerhead. Paramedics arrived soon after Audrie’smother called 911, but their
efforts to save Audrie were unsuccessful. Read more about Audrie’s story here.
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