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Section 1: Joining the Heathrow ID Scheme
1.1 Joining the Heathrow ID Scheme
1.1.1

Companies wishing to apply for an Airport ID pass must first register to join the
Heathrow ID Scheme.

1.1.2

All applications for membership must be supported by a written justification and
either:
•

A copy of a contract with Heathrow or another company operating at the airport
or

•

Evidence that the company is undertaking a regulated aviation security or other
statutory activity.

1.1.3

Companies must sign a legal Agreement confirming adherence to the ID Scheme
conditions.

1.1.4

Financial and other checks will be carried out on companies applying to join the ID
Scheme.

1.1.5

Information on the company registration process and initial enquiry forms can be
obtained from our website www.heathrow.com/idcentre.

1.2 Applying to become an Authorised Signatory
1.2.1

Once your company has been registered on the Heathrow ID Scheme, you must
nominate at least one direct employee to act as your Authorised Signatory.

1.2.2

Your Authorised Signatory may apply for ID passes for anyone:
•
•

1.2.3

Employed by your company
Sub-contracted to work for your company.

Your Authorised Signatory has the responsibility to ensure that:
•

All ID pass applications comply with the criteria detailed in this document; and

•

All requirements relating to the use and management of ID passes are met,
including those issued to subcontractors sponsored by your company; and

•

All investigations or audits undertaken by Heathrow receive full cooperation, and
any identified deficiencies
or need for additional controls are addressed.

1.2.4

The full responsibilities of the Authorised Signatory role are set out in the Heathrow
ID Scheme Agreement.

1.2.5

Your Authorised Signatory must either:
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1.2.6

•

Hold a valid Airport ID pass issued by one of the ID Centres in the Heathrow
group, or

•

Have successfully completed a background check that meets the requirements
of Section 3.

Your Authorised Signatory will be required to attend training provided by Heathrow.
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Section 2: Selecting the right Airport ID pass
2.1

Heathrow issues two types of Airport ID passes:
Permanent Airport ID passes

2.1.1

Permanent Airport ID passes allow unescorted access to:
•

The Critical Part of the Security Restricted Area (CPSRA)

•

Other airside areas such as cargo and maintenance areas, and

•

Landside areas in particular where electronic access to offices and staff car parks
is required.

2.1.2

You will need to indicate on the application form which areas are required to be
accessible to the applicant and if applicable provide a justification as to why access
to the CPSRA or airside is required. Heathrow may question the applicant at the time
of pass issue in order to verify that the requested access levels are appropriate to the
role being undertaken at the airport. Applicants will be given access only to those
areas of the airport necessary to carry out their official duties.

2.1.3

Passes are normally issued for a period of five years; however this will be shortened
where the applicant has temporary right to remain in the UK, where the contract
duration is less than five years, or where the applicant or company can no longer
meet any requirement placed upon them as detailed in this document. Heathrow may
cancel passes which are not being regularly used.

2.1.4

You may request that the Airport ID pass is “exported” to other airports in the
Heathrow group. This allows the pass holder to use the same ID pass at different
airports. This will only be granted where the relevant airport ID Centre is satisfied that
the pass holder has a legitimate operational need for access.
Temporary ID passes

2.1.5

Temporary passes allow escorted short term access to:
•

The CPSRA

•

Other airside areas such as cargo and maintenance areas, and

•

Landside areas.

2.1.9

These temporary passes are issued for 1-5 days or 1-30 days. Applicants may only
be granted a maximum of 60 days access on temporary passes in any rolling 12
months period. Temporary passes are only valid when the pass holder is being
escorted by a permanent ID pass holder.

2.2

ID pass application forms can be downloaded from www.heathrow.com/idcentre.
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2.3

Heathrow will only issue an Airport ID pass where we are satisfied that the applicant
meets the requirements for issue and all applications will be subject to independent
verification.

2.4

If you wish to appeal any decision not to issue an Airport ID pass, this can be made
by writing to the Security Director at Heathrow.
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Section 3: Applying for a Permanent Airport ID
pass
3.1 Overview of Requirements
3.1.1

3.1.2

All applicants for a permanent Airport ID pass must be subject to the following
checks:
•

Identity

•

Employment and / or education history (5 years)

•

Nationality and immigration status

•

Criminal Record (unspent convictions)

Before you can submit an application, you must ask applicants to supply you with the
following:
•

Confirmation of name, date of birth, nationality and address;

•

Full details of previous employers (name, address and dates), for a minimum of 5
years;

•

Confirmation of any necessary qualifications / licences;

•

Educational details (establishment name, address
period;

•

Confirmation of permission to work in the UK;

•

A criminal record declaration.

and dates), within the 5 year

3.1.3

Having obtained this information, you must in all cases takes steps to verify the
accuracy of the information provided, ensure that there are no obvious gaps and that
the information is consistent by cross-referencing the data provided. This includes
holding a security interview with the applicant.

3.1.4

Once you have verified all the information and collected your evidence - in
accordance with the criteria set out in the remainder of this section - you must
arrange for the applicant to undergo general security awareness training.

3.1.5

On organising this training, you may submit your application, along with your
verification evidence. Training must be completed before the ID pass appointment.

3.1.6

File-notes are useful to support evidence provided. These should be dated and
signed or countersigned by you.
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3.1.7

You may ask or contract a third party to conduct the information gathering and
verification activity required by this section however accountability for compliance
rests with you as the Authorised Signatory. You will need to verify the work of any
contractor and correct any identified errors or anomalies made.

3.1.8

It is important that the checks on a pass applicant are conducted rigorously. As the
Authorised Signatory you will be required to sign a declaration when you submit the
application confirming that these checks have been done. If you make a false
declaration, you will be committing a criminal offence under the Aviation Security Act
1982, as amended by the Aviation and Maritime Security Act 1990.

3.1.9

Once you have been notified that your application form has been cleared, the pass
applicant must attend the ID Centre to collect the Airport ID pass within 3 months.
Failure to do so will result in a penalty charge.

3.2 Verification of Identity
3.2.1

Applicants must hold an acceptable form of identification.

3.2.2

Only the following documents are considered acceptable forms of identification:For British nationals: A valid full ten year passport or British photo-card driving
licence.
For EU/EEA and Swiss nationals: A valid full passport or National Identity Card.
For all other nationalities: A full passport PLUS original Home Office document
confirming right to work in the United Kingdom (such as visa / entry clearance) or an
Identity Card for Foreign Nationals issued by the Home Office or U k Border Agency
including UK travel documents issued by the UK Border Agency to persons with
asylum status, humanitarian protection status or discretionary leave to remain.

3.2.3

The following techniques can be used to help confirm the authenticity of identity
documents provided by the individual:
•

Examine the documents to make sure they are originals and not copies; and

•

Where possible, compare with examples of known original documents (checking
paper type, typeface, watermarks etc.); and

•

Examine the documents for alteration or signs that the photograph has been
tampered with or replaced; and

•

Check that any signature on the document compares with other examples and if
practicable, ask the applicant to sign something in your presence; and

•

Check that any details, e.g. visa stamps, correspond with what is already known
about the individual.
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3.2.4

This website http://prado.consilium.europa.eu/en/homeindex.html shows examples
and describes the security features that may be examined for passports and identity
documents.

3.2.5

A copy of the identity document must be taken and this copy is to be submitted with
your application form. The name on the application form must match exactly the
name on the applicant’s identity document.

3.2.6

The original identity document must be presented by the applicant on collection of
their Airport ID pass from the ID Centre or pass issue office. The only exception to
this is where there is evidence that the original document has been lost, stolen or
expired. In these cases, a new identity document conforming to the requirements of
3.2.2 can be presented at the ID Centre by the applicant, providing you have
provided them with a written file-note confirming that you have seen the new identity
document.

3.2.7

Where an applicant has lawfully changed their name but has yet to update their
identity documents an exception to this may be made provided suitable evidence of
this name change is submitted with the application. Information on what constitutes
suitable evidence can be found in Section 6.4.

3.2.8

The first and last name of the applicant will be displayed on the Airport ID pass.

3.3 Verification of Employment
3.3.1

Unless your application is for landside access only, you will need to verify the
applicant’s employment history and education by seeking suitable references
covering the 5 years preceding the date on which the application form is received by
Heathrow. References should continue up until no earlier than 28 days prior to that
date.

3.3.2

Approaches to previous and/or current employers should not be made without the
applicant’s prior written permission. When requesting references from referees, it
must be made clear to them that they are giving references for security purposes and
that to knowingly give false information could lead to prosecution under the Aviation
Security Act 1982, as amended by the Aviation and Maritime Security Act 1990.

3.3.3

Where a referee declines to provide a reference, a reference can be obtained from
HM Revenue and Customs (HMRC) to confirm the applicant’s employment. Evidence
of the refusal must be submitted with the application. This may take the form of a
copy of the refusal or a copy of the request together with a file-note confirming an
absence of a response. If you obtain an HMRC reference and it does not provide the
actual dates of employment, a personal reference must additionally be obtained. This
reference must confirm the dates of employment and state what the person was
doing during this period, the detail of which should correlate with the information
available from the HMRC reference.

3.3.4

For periods of self-employment, the applicant should be asked to cooperate in
providing evidence. References must be obtained from the relevant company solicitor
or accountant. These references should contain sufficient information to confirm the
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applicant’s self-employment dates. Where the applicant does not engage the
services of a company solicitor or accountant, you may alternatively supply a
reference from HMRC and a personal reference.
3.3.5

Where a company has ceased trading, a reference must be obtained from HMRC
that confirms the applicant was employed during the period of time in question.
Evidence to support the fact that the company has ceased trading should also be
provided, along with the reference. If the HMRC reference does not provide the
actual dates of employment, a personal reference must additionally be obtained. This
reference must confirm the dates of employment and state what the person was
doing during this period, the detail of which should correlate with the information
available from the HMRC reference.

3.3.6

In the case of agency employment, the reference must originate from the agency. All
periods of time between placements exceeding 28 days must be declared and
covered by an appropriate reference. This reference must confirm what the person
was doing during the dates in question.

3.3.7

References for periods of registered unemployment must be obtained from the
Department for Work and Pensions.

3.3.8

Where an applicant has not been continuously employed, in education or registered
as unemployed for an uninterrupted period of 28 days or more, a personal reference
for that period should be obtained stating what the individual was doing during the
period. This type of reference is commonly provided to support applications but it can
be used to mask actual activities such as employment. Where an employment
reference is being avoided, this avoidance may be with malicious intent. For this
reason, before you submit the reference, you should question the applicant to verify
that the reference is consistent with what you are being told directly and provide a
file-note confirming that you have done this. Where you have any concerns with a
reference - for example it may contain insufficient or inconsistent information or the
referee may not have had regular contact for the entire gap period - you should ask
the applicant for other evidence to support it. For example, periods of extended travel
could be supported by tickets, passport stamps and hotel bills. Periods of maternity
leave could be supported by a child’s birth certificate, a letter from the employer or
child benefit claims. Where such evidence is obtained, copies should be submitted
with your file-note and the personal reference. We undertake our own review of
references and if we need to obtain further evidence ourselves, it will delay the
application. Please see section 3.6 for further information on security interviews.

3.3.9

Personal referees should have had regular contact with the individual during the
period that the reference covers and have either:
•
•

Known the individual in a professional capacity; or
Known the individual in a personal capacity for a minimumof two years.

3.3.10 Personal referees must not be:
• Family members of, or in
•
Under the age of 16.

a close personal relationship with, the applicant; or
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3.3.11 Normal academic holidays during periods of time already covered by an educational
reference are not subject to this requirement however other periods of extended
leave over 28 days, such as sabbaticals and gap years are.
3.3.12 Reasonable steps should be taken to ensure that references are genuine, especially
where they appear to be less than convincing (e.g. provided on poor quality paper or
contain basic spelling or grammatical errors). Such checks might include:
•

Telephoning the author to confirm that they provided the reference. In this case,
the telephone number should be ascertained independently and a number
supplied by the applicant should not be relied upon;

•

Checking the existence of the employer (e.g. that it appears in the phonebook or
relevant business directories).

3.3.13 All the references you have obtained to cover the preceding 5 years must be
submitted with the application form. They can be:
•

Original handwritten or printed documents signed by the referee. These should
be presented on company headed paper or stamped with a company stamp, or
accompanied by a company compliments slip, where available; or

•

Scanned colour versions of the above. These should accompanied by a file-note
from you to confirm that you have received them from the referee in a scanned
format or that you have the original documents and have retained them for
inspection by Heathrow if required; or

•

Emails. These are only acceptable when originating from an official company
domain email address, e.g. personnel@heathrow.com.

3.3.14 References submitted with applications will be subject to independent verification by
Heathrow. Verification may take longer where original handwritten or printed
documents are not supplied.
3.3.15 Where references are not written in English, the original un-translated reference
should be supplied along with a copy translated into English. The translator’s name
and contact details should be provided for verification purposes. Free web based
translations are not satisfactory.
3.3.16 All references must adhere to the following standards:
•

Contain the first and last name of the applicant as it appears on their identity
document *

•

Contain the full name, contact telephone number, address and job title of the
author if employed

•

Clearly state the specific dates covered by the reference

•

Confirm the whereabouts or activities of the individual during this time
(appropriate for personal references)
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•

Contain the date of issue.

* subject to provision 3.3.17
3.3.17 Where an applicant has lawfully changed their name but has yet to update their
identity document an exception may be made provided suitable evidence of this
name change is submitted with any application. Information on what constitutes
suitable evidence can be found in Section 6.4.
3.3.18 The use of correcting fluid or any hand written amendment is not prohibited but may
cause a significant delay in the processing of any application and may lead to refusal
if used in a manner which may bring into question the authenticity of the reference.
Any correction or amendment made by the author must be countersigned by the
author or a file-note provided by you confirming that you have checked with the
author that they made the amendment.
3.3.19 Any anomalies or errors discovered during your verification must be addressed. If
just one aspect of 3.3.16 is non-compliant, you may provide a file-note to explain the
mistake or omission and the steps you have taken to correct it. If more than one
aspect of the reference is non-compliant with the requirements of 3.3.16, the referee
should be requested to resupply the reference with the details corrected.
3.3.20 There is no requirement to submit references with applications for individuals who
require access to landside areas only.

3.4 Verification of Criminal Record
3.4.1

A criminal background check must be undertaken for all individuals applying for an
Airport ID pass giving unescorted access to the CPSRA or to airside areas such as
cargo and maintenance areas. This is evidenced by obtaining a criminal record
certificate from the applicant.

3.4.2

The first and last name and date of birth on a criminal record certificate must match
exactly the name on the applicant’s identity document.

3.4.3

Where an applicant has lawfully changed their name but has yet to update their
identification documents an exception may be made provided suitable evidence of
this name change is submitted with any application. Information on what constitutes
suitable evidence can be found in Section 6.4.

3.4.4

Applications will be refused where the criminal record certificate details a conviction
for a disqualifying or similar offence. A list of the most common disqualifying offences
can be found at Appendix 1. Guidance should be sought from the ID Centre for
similar offences or overseas convictions where it is not immediately clear what the
equivalent offence under UK law is.

3.4.5

Where a criminal record certificate details a conviction for a disqualifying offence, the
application should not be submitted. Applicants may apply to the Secretary of State
for Transport for a certificate of disregard. Where successful, the original or a
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scanned colour copy of the certificate of disregard and the criminal record certificate
should be submitted as part of the application pack. Heathrow plays no part in the
application process for a certificate of disregard and are unable to answer any
queries relating to individual applications.
3.4.6

If the ID Centre advises that you should not submit an application where the criminal
record certificate details an offence similar to a disqualifying offence and you
disagree with this position, you may appeal by writing to the Security Director at
Heathrow. The Security Director’s determination will be final.

3.4.7

Valid criminal record certificates for all countries in which the applicant has been
continuously resident in for 6 months or more during the past 5 years must be
obtained and submitted. Certificates that are not in English must be accompanied by
a reliable translation. The translator’s name and contact details should be provided
for verification purposes. Free web based translations are not satisfactory.

3.4.8

In the UK, criminal record certificates should be obtained by applying to Disclosure
Scotland for a basic disclosure certificate or if resident in Northern Ireland to Access
Northern Ireland.
Enhanced disclosures are also acceptable from competent
authorities such as the Disclosure and Barring Service (DBS).

3.4.9

The application process for overseas country records varies. Country specific advice
including local application procedures and information on commonly encountered
difficulties is available from the following sources:
http://www.cpni.gov.uk/advice/Personnel-security1/Overseas-criminal-record-checks/
http://www.sia.homeoffice.gov.uk/Pages/licensing-overseas-checks.aspx

3.4.10 If the country in which the applicant was based is not listed on either of the two
websites, you should contact that country’s Embassy, High Commission or Consulate
in the UK for advice. Contact details can be found via the Foreign and
Commonwealth Office (FCO) website.
3.4.11 Even if an applicant holds a UK national security vetting (CTC, SC, DV), an
overseas or UK criminal record certificate must be obtained.
3.4.12 The original criminal record certificate or a scanned colour copy of the certificate
must be submitted with the application form. If a scanned colour copy is submitted, it
should be accompanied by a file-note from you to confirm that you have received the
original certificate and retained it for inspection by Heathrow if required until the
application process has been successfully completed. Criminal record certificates
are valid for a maximum of 10 weeks from their date of issue subject to the exception
detailed in 3.4.13 below. All original certificates will be returned once inspected. Note
that verification of copies may take longer than original documents and may result in
a delay in clearing the application.
3.4.13 An overseas criminal record certificate issued more than 10 weeks before the date of
pass application being received by Heathrow will still be considered valid provided
that:
•

The applicant has not returned to that country since the date of issue and
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•

The certificate was issued after they had left the country or no earlier than 10
weeks before that time.

A signed and dated file-note should be provided to confirm this.

Exceptions
3.4.14 If the applicant was based abroad whilst serving in HM Armed Forces, we can accept
an extract from their service record in lieu of an overseas criminal record certificate
provided it explicitly states that they have no criminal convictions in that country.
3.4.15 Where there are exceptional reasons as to why an overseas criminal record
certificate cannot be obtained, the following documentation may be submitted as an
alternative:
•

A sworn oath by the applicant witnessed by a Commissioner for Oaths; and

•

A personal reference from a referee meeting the criteria in 3.3.09, 3.3.10 and
3.3.16, explicitly covering the period for which no criminal record check can be
obtained; and

•

Written confirmation that the guidance for obtaining a criminal record certificate
detailed in 3.4.9 has been followed; and

•

Written explanation, with supporting evidence, as to why it is not possible to
obtain the criminal record certificate.

3.4.16 The above alternative will only be accepted in cases where:
•

A government’s administration has collapsed to a point where no credible official
sources of information exist; or

•

There is a credible risk to the individual’s personal safety if they make contact
with that country, for example where an individual has asylum status in the United
Kingdom; or

•

Any requests for such information need to be individually supported by the UK
government; or

•

A request is declined.

3.4.17 Applicants must be advised that making a false statement in connection with an
application for an Airport ID pass is a criminal offence under the Aviation Security Act
1982, as amended by the Aviation and Maritime Security Act 1990 and will lead to
the automatic refusal of the application.
3.4.18 There is no requirement to submit a criminal record check certificate for applicants
who only require access to landside areas such as buildings, offices and staff car
parks.
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3.5 Security Awareness Training
3.5.1

Applicants for an Airport ID pass giving unescorted access to the CPSRA or airside
areas such as cargo and maintenance areas must hold a valid General Security
Awareness Training (GSAT) certificate before a pass is issued and must continue to
hold a valid GSAT certificate for the duration of their pass.

3.5.2

GSAT certificates are valid for a maximum period of 5 years providing the ID pass
holder uses their ID pass at least once every 6 months.

3.5.3

New employees, not holding a valid GSAT certificate, may only attend GSAT after
they have successfully completed their reference and criminal record checks.

3.5.4

The Department for Transport hold a list of all approved GSAT training providers.
Details can be found here by visiting www.dft.gov.uk.

Exemptions
3.5.5

The following categories of applicant are exempt from the GSAT requirements:
•

Persons who have successfully completed security training courses that meet
the requirements of the DfT training syllabuses for:
o
o
o
o
o
o

•

The following persons who are deemed to have received equivalent security
awareness training
o
o
o
o
o
o
o
o
o

•

Ground security staff and supervisors
Aviation security managers
Aircrew
Air cargo security
In-flight supplies
Airport supplies.

Civil Aviation Authority inspectors and operational personnel
Department for Environment, Food and Rural Affairs (DEFRA) (and its
agencies) personnel
Officers of HM Revenue and Customs
Members of the Ministry of Defence Protocol Office
National Air T raffic Services (NATS) personnel
Police officers
Members of the DfT bearing Transport Security Inspector (or
equivalent) identity cards
UK Border Force personnel
UK Border Agency personnel

Department for Transport accredited security instructors and independent
validators.
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3.6 Security Interview
3.6.1

Unless your application is for landside access only, you will need to sign a
declaration on the application form confirming that a security interview with the
applicant has taken place.

3.6.2

The security interview is the ideal opportunity to review and cross reference the
information that you have been supplied with for verification purposes. Thepurpose
of a security interview is to ensure that:

3.6.3

•

The applicant has a valid form of identification.

•

All periods over the previous 5 years can be accounted for,andreferences can
be provided/have been provided and that they are free from any signs of
tampering. Personal references in particular might be used by an applicant to
mask actual activity undertaken, such as employment, and you should satisfy
yourself that the provision of a personal reference is appropriate to cover the
period in question.

•

The applicant has no disqualifying offences and is able to meet the requirement
for a relevant criminal record check or declaration.

•

The applicant is a suitable person to be given unescorted access to the airport.

During the course of the interview if you believe an applicant has travelled to
countries or parts of countries which the Foreign and Commonwealth Office advises
against all and all but essential travel to, advice should be sought from the ID Centre
prior to submitting the application. Up to date information on travel advice can be
found here:
http://www.fco.gov.uk/en/travel-and-living-abroad/travel-advice-by
country?action=noTravelAll#noT ravelAll

3.6.4

Where a security interview has been used in order to obtain additional evidence to
support a personal reference under the provisions of 3.3.8, a record of the interview
questions and answers must also be kept locally and a copy submitted as part of the
application pack.

3.6.5

The security interview may be undertaken by you as the Authorised Signatory or a
person who has been suitably trained for the purpose. You and the applicant must
sign a declaration on the application form that the interview has taken place. Both
signatures must be dated within 60 days of the interview taking place.

3.7 Data retention
3.7.1

All information relating to the application for an Airport ID pass including copies of
identity documents, references, evidence of a security interview, results of a criminal
record check and security training records must be retained securely and made
available for inspection by Heathrow for a minimum period of six years.
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Section 4: Applying for a Temporary ID pass
4.1 Verification of Identity
4.1.1

Applicants must hold an acceptable form of identification that confirms with
requirements set out in section 3.2.

4.2 Supplementary Requirements
4.2.1

Applicants must meet the conditions set out in sections 5.1.13, 5.1.14 and 5.1.15.
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Section 5: Using an Airport ID pass
5.1 Responsibilities of an ID pass holder
5.1.1

It is your responsibility as the Authorised Signatory to ensure all pass holders are
made aware of their personal responsibilities with regard to the proper use of an ID
pass. The pass must only be used for your company’s business. If the holder wishes
to work for another employer at Heathrow, a second pass must be obtained. See 6.2.

5.1.2

Airport ID passes must be worn at chest height either with a lanyard or Heathrow
approved arm band. They must always be clearly visible when at work. All pass
holders are expected to challenge anyone else who is not displaying an ID pass in a
non-public area.

5.1.3

Whenever entering or leaving the CPSRA pass holders must show their pass to the
airport security officer on duty. It will be checked visually and by electronic verification
system. If asked, secondary identification must be shown. If the security officer
advises that there is a problem with an ID pass, the holder may be denied access
and presented with a written caution notice advising what steps need to be taken.

5.1.4

Whilst on any airport premises, holders must show their pass on demand to any law
enforcement officer or any other official of Heathrow who may need it to check that
the holder is allowed to be within that area.

5.1.5

ID passes must not be used to access or exit the CPSRA for personal reasons. The
only exception to this is for employee discount shopping, in which case pass holders
must be on duty and they must only enter the CPSRA on a break from duty on that
day or immediately after finishing or before starting work (an hour either side).

5.1.6

ID passes may be withdrawn if any condition of issue can no longer be met. Pass
holders charged with, or convicted of, a criminal offence must notify their manager
within 14 days. Failure to declare any such charge will be handled in accordance
with your company's disciplinary procedures and may result in the withdrawal of the
pass.

5.1.7

ID passes giving access to the CPSRA are issued to staff members who require ongoing and regular access. If a pass is not used at least once every 60 days to access
the CPSRA, the pass will be "parked" and will not be valid to access airside again
until such time that it has been un-parked. An ID pass may be withdrawn if not used
regularly.

5.1.8

Holders must not allow access to someone else unless that person has been issued
with a temporary ID pass and is under their escort. Whilst conducting escort duties,
the pass holder must:
•

Keep all temporary pass holders in their line of sight at all times

•

Take all reasonable steps to ensure that temporary pass holders do not breach
any security requirements

•

Ensure that all temporary passes are returned to the ID Centre upon expiry.
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5.1.9

Holders must tell the ID Centre if there are any changes to their personal details
including (but not limited to) changes to job title, name, address and appearance.

5.1.10 ID passes must only be used to access areas to which the holder has been
authorised to enter. Access rights can be established by looking at the colour and
numbering on the pass. Further details can be obtained from the ID Centre.
5.1.11 Lost or stolen passes must be reported immediately upon discovery to the local
police and to airport security. The loss must also be reported as soon as possible
(subject to opening hours) to the lD Centre.
5.1.12 ID passes that are subsequently recovered must be returned to the lD Centre.
Supplementary requirements for temporary ID pass holders
5.1.13 Temporary ID pass holders must abide by all the conditions of use detailed above
plus the following additional requirements.
5.1.14 Anyone holding a temporary ID pass must also carry one of the following forms of
secondary identification and present this to the security officer on entry to and at any
time upon request whilst inside security restricted areas
•

For British nationals, a valid full ten year passport or British photo-card driving
licence

•

For EU/EEA or Swiss nationals, a valid full passport or National Identity Card

•

For all other nationalities, a valid full passport or Identity Card for Foreign
Nationals issued by the Home Office or UK Border Agency including UK travel
documents issued by the UK Border Agency to persons with asylum status,
humanitarian protection status or discretionary leave to remain.

5.1.15 Temporary ID pass holders will only be permitted into the CPSRA when escorted by
a person holding a Heathrow issued Airport ID pass. Whilst airside, they must remain
in line of sight of their escort at all times. They will have the same access levels as
their escort.
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Section 6: On going pass management
6.1 Renewing a pass
6.1.1

An Airport ID pass valid in the CPSRA or airside areas such as cargo and
maintenance areas may be renewed for a further 5 years on expiry so long as there
is an operational need for the pass.

6.1.2

Renewal
application
forms
can
be
downloaded
from
our website
www.heathrow.com/idcentre. Appointments for the ID Centre can also be made from
this website.

6.1.3

When the applicant attends the ID Centre the applicant will be required to present:
•

The renewal application form that has been signed by you as the Authorised
Signatory; and

•

A reference from an authorised person in your organisation confirming the pass
applicant has been in continuous employment with you since the date of the
original pass issue; and

•

An identity document conforming to the requirements set out in point 3.2.2;and

•

A criminal record certificate dated within the last 10 weeks; and

•

A GSAT certificate dated within the last 5 years.

6.2 Employment with more than one employer
6.2.1

Where an existing pass holder is subsequently employed by another on-airport
company, a second Airport ID pass must be obtained.

6.2.2

Before making an application, the second employer must comply with all the
requirements set out in Section 3. This includes:

6.2.3

•

Obtaining references covering the preceding 5 years; and

•

Checking that the applicant has an identity document conforming to
requirements set out in point 3.2.2; and

•

Obtaining a criminal record certificate dated within the last 10 weeks; and

•

Organising GSAT where the applicant does not already hold a valid certificate
(i.e. dated within the last 5 years).

the

When completing the application form for the second pass, the details of the existing
pass should be provided.
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6.3 Changing employer
6.3.1

Where an existing pass holder ceases to be employed by you and takes up
employment with another company at the airport, you must return the existing Airport
ID pass to us immediately. The new employer should make a new application for an
Airport ID pass.

6.3.2

Before making an application, the new employer must comply with all the
requirements set out in Section 3. This includes:
•

Obtaining references covering the preceding 5 years; and

•

Checking that the applicant has an identity document conforming to the
requirements set out in point 3.2.2; and

•

Obtaining a criminal record certificate dated within the last 10 weeks; and

•

Organising GSAT where the applicant does not already hold a valid certificate
(i.e. dated within the last 5 years).

6.3.3

When completing the application form, the details of the Airport ID pass sponsored by
the previous company should be provided if known.

6.3.4

Where the existing pass holder is transferring company under the Transfer of
Undertakings Protection of Employment Regulations 1981 (TUPE), there is no need
for a new Airport ID pass application to be submitted. The ID Centre will work with
you to replace existing passes for all transferring employees. The replacement
Airport ID passes will be issued up to the expiry date of the original passes unless
new criminal record checks are obtained.

6.4 Changing a name
6.4.1

Where an applicant or existing pass holder has changed name, a replacement Airport
ID pass must be obtained and acceptable proof submitted with the application. If a
passport in the new name is not available, one of the following must be provided
(only original documents will be accepted):

6.4.2

For married people, we will need to see a marriage certificate.

6.4.3

For civil partners, we will need to see a civil partnership certificate.

6.4.4

If the person has gone back to their maiden or unmarried name, we will need to see:
•

A birth certificate; and

•

A signed statement from the person saying that they have gone back to their
maiden name for all purposes; and

•

A decree absolute showing both names if the person has divorced, and

•

A marriage certificate showing both names.
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6.4.5

6.4.6

For name changes due to a change in gender we need to see one of the following:
•

A letter from a doctor or chartered psychologist who practises in gender
dysphoria stating that the person has a need to live in a different gender, and
evidence of the person’s change of name (e.g. deed poll); or

•

A gender recognition certificate; or

•

A new birth certificate.

In all other cases, we need to see a change of name deed.

6.4 Returning passes
6.5.1

An Airport ID pass must be returned to the ID Centre:
•

If we request it

•

If employment is terminated

•

If the pass holder changes employer

•

If a pass holder no longer requires access to the areas for which authorisation
has been given*

•

If the ID pass expires

•

If we withdraw or cancel the ID pass.

*subject to the exceptions in 6.5.4
6.5.2

Airport ID passes must be returned to the ID Centre within 60 days. Failure to do so
will result in a penalty charge to the company.

6.5.3

You must ensure that temporary ID passes are returned by the pass holder or escort
when no longer required.

6.5.4

There may be cases when a pass holder employed by you, or under contract to you,
may not have an operational need to access the CPSRA for a temporary period.
From example, a period of extended unpaid leave, maternity leave, a career break, a
sabbatical, or seasonal worker or agency staff without an airport assignment. In
these cases, you must:
•

Notify the ID Centre to put a stop on the pass when the work break commences
giving your reason; and

•

Withdraw the pass from the holder and store it securelyuntil next required;

•

Apply to the ID Centre for the pass to be reinstated when the personreturns to
the airport. Reinstatement will be subject to the conditions in 6.6.4 and 6.6.5.

and
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6.6 Suspension and reinstatement of an Airport ID pass
6.6.1

Airport ID passes that are valid but not used for 60 days or more to access the
CPSRA will be suspended ("parked”) from the electronic verification system. This
means access through electronically controlled doors including access to the CPSRA
will be denied until such time that the pass is reinstated ("un-parked”).

6.6.2

On a monthly basis, we will write to you confirming all the passes that have been
parked for your company. As the Authorised Signatory, it is your responsibility to
assess whether the relevant pass holders require on going access to the CPSRA. If
no longer required, you should return the relevant passes for cancellation or apply for
an Airport ID pass with a different access level, e.g. landside pass. If access is
required, you will need to apply for the passes to be un-parked.

6.6.3

Airport ID passes will only be un-parked when we have received a written
explanation as to why the airport ID pass has not been used to access to the CPSRA
and an assurance that there is an on-going operational requirement for the pass.
This is also subject to your written confirmation that:
•

The pass holder has been continually employed by you during the period of pass
suspension, or

•

There has been a break in continuous employment and you have verified what
the person was doing during the break in employment.

6.6.4

Where the Airport ID pass has been parked for 6 months or more, the pass holder
will need to obtain a new GSAT certificate and confirm the date of training to us
before the pass will be un-parked.

6.6.5

Where there has been a break in continuous employment, you will need to obtain
and supply us with a reference covering the period of absence confirming the dates
and what the person was doing during the dates in question.

6.6.6

An Airport ID pass that has been parked for 12 months or more will not be
reactivated. In this case, the parked pass must be returned to the ID Centre for
cancellation. A new Airport ID pass application will need to be submitted if the person
subsequently requires on-going operational access to the CPSRA.

6.6.7

Once un-parked, the pass will park again after 60 if not used. We reserve the right to
cancel and withdraw a pass where there is an indication that the pass holder is not
using their pass to access the CPSRA on a regular basis.

6.6.8

A summary of the pass suspension and reinstatement requirements are shown the
table at Appendix 3.

6.7 Lost or stolen passes
6.7.1

Lost or stolen passes must be reported immediately upon discovery to the local
police and to airport security. The ID Centre should be notified as soon as possible
(subject to operating hours).

6.7.2

Passes that are subsequently recovered must be returned to the ID Centre.

6.7.3

An original identity document, conforming to the requirements of 3.2.2 must be
presented to the ID Centre in order to obtain a replacement pass.
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6.8 Misuse
6.8.1

All ID pass holders are required to adhere to security regulations in force. We reserve
the right to suspend or withdraw any ID pass as a result of or in order to investigate
incidents of misuse. In accordance with our terms and conditions, we reserve the
right for Heathrow to withdraw or refuse to issue an ID pass on the grounds that we
believe the pass holder not to be a suitable person.
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Appendix 1: Disqualifying offences
A person shall fail the criminal records check where it reveals a conviction for a disqualifying
offence which has been received within:
•
•
•
•

The last five years where the disposal was other than a term of imprisonment.
The last seven years where the disposal was a prison term of six months or less.
The last ten years where the disposal was a prison term of between six months and two
and a half years.
Within any time period where the disposal was a prison term of more than two and a half
years.

Disqualifying convictions shall include but shall not be limited to convictions for the type of
offences listed below.
Category
Terrorism

Offences
Assisting terrorism
Committing terrorism
Directing terrorist acts
Failing to disclose information of material assistance in
preventing terrorism
Possessing articles or information likely to be useful to
terrorism
Using money or property for the purposes of terrorism

Offences against the person

Administering poison
Assault occasioning actual bodily harm
Assault with intent to resist arrest
Assaulting a police officer
Attempted murder
Attempting to choke
Causing bodily injury by explosives
Child abduction
Cruelty to a child
Endangering safety of railway passengers
Endangering the safety of an aircraft
False Imprisonment
Grievous bodily harm
Ill treatment of a mental patient
Kidnapping
Manslaughter
Murder
Sending explosive substances
Threats to kill
Unlawful wounding
Aggravated burglary
Aggravated vehicle taking
Assault with intent to rob
Blackmail
Burglary
Dishonest representation for obtaining a benefit or
advantage
Dishonestly retaining a wrongful credit
Evasion of liability by deception

Theft & Dishonesty
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False accounting
Forgery
Handling stolen goods
Making off without payment
Obtaining pecuniary advantage by deception
Obtaining property or services by deception
Robbery
Theft
Sexual offences

Abuse of children through prostitution or pornography
Attempted rape
Exploitation of prostitution
Indecency with a child
Indecent assault
Living on the earnings of prostitution
Procuration of a woman to become a prostitute
Rape
Taking or making indecent photographs or pseudo
photographs of children
Trafficking for sexual exploitation
Sexual activity, assault or rape of a child
Unlawful sexual intercourse

Controlled or illegal drugs

Assisting the production, supply, import or export of
controlled or illegal drugs
Import or export of controlled or illegal drugs
Production or supply of controlled or illegal drugs

Criminal damage

Arson
Attempt to cause explosion
Causing an explosion likely to endanger life or property
Conspiracy to cause explosion
Destroying or damaging property
Making or possession of explosive
Threats to destroy or damage
Carrying any loaded firearm in a public place
Non-compliance with conditions of firearm certificate or
licence
Possession of a firearm without a certificate or licence
Selling firearm to person without a certificate or licence
Shortening a shotgun or other smooth bore gun
Trading in firearms without being registered as a
firearms dealer
Assisting unlawful immigration
Unlawful immigration
Communicating false information alleging the presence
of bombs or threats
Placing or dispatching articles to cause bomb or threat
hoax
Manufacture or distribution of offensive weapons
Possession of an offensive weapon

Firearms

Immigration
Bomb and threat hoaxes

Offensive weapons

26

Appendix 2: Quick Check Guide for Authorised Signatories
ID type
Permanent Airport
ID Pass

Access Required
Critical Part of the
Security Restricted
Area (CPSRA)

Validity
Maximum of 5 years.
This will be shortened
where the applicant
has tem porary right to
remain in the UK,
where the com pany
contract is less than 5
years, or where
applicant or com pany
can no longer meet
any requirement
placed upon.

ID requirements
You will record the details on
the application form and we will
inspect the document when
issuing the pass:
For British nationals:
A valid full ten year passport or
valid
British photo-card driving licence.

For EU nationals:

References

Security Interview

You will send us this
with your application
form:

Criminal record checks

You will send us these
with your application
form:

A valid criminal record
certificate fo r all
countries in which the
applicant has been
continuously resident in
fo r 6 months or more
during the past 5 years.

Written references for
the applicant covering
all periods of tim e of
over 28 days within
the preceding 5 years
including
employment,
education, and
personal referees as
appropriate.

You will confirm on
your application form
that a security
Interview has taken
place with the
applicant to ensure
that there is a valid
form of identification,
all references com ply
with requirements
and are free from any
signs of tam pering and
criminal record checks
are complete.

A valid full EU M em ber State
passport or valid National
Identity Card.

For all other nationalities:

Other Airside
Areas only
Landside Areas

Temporary Airport
ID Pass

Critical Part of the
Security Restricted
Area (CPSRA)

Applicants must hold a
general security
awareness training
(GSAT) certificate
before an application
is subm itted and must
continue to hold a
valid certificate for the
duration of their pass.
W here a pass has not
been used fo r 6
months or more, a
new GSAT certificate
will be required.

W here appropriate,
you will also provide
copies of other
evidence obtained in
the security interview
to support what the
person was doing .

A valid full passport PLUS original
Home Office document
confirm ing right to work* in the
United Kingdom or valid Identity
Card fo r Foreign Nationals issued
by the Home Office or UK Border
Agency.

Security Training
You will record the
details on the
application form:

As above

As above

As above.

As above

As above

As above

As above

As above

Not required

Not required

Not required

Either 1-5 days or 1-30
days.
A maximum of 60 days
access available in any
1 year period.

As above however right to work
documentation is not required
for 1-5 day tem porary passes.

Not required

Not required

Not required

Applicants must have
read and understood a
GSAT leaflet before an
application is
subm itted. Copies of
this leaflet are
available from Airport
ID centres.
Not required
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Appendix 3: Summary of Pass Suspension and Reinstatement Requirements

Pass suspended for 1- 6 months

Reinstatement is subject to you submitting an application form for un-parking the pass.
Unless you have previously notified the ID centre, you will need to explain on the form why the
pass holder has not used their pass and sign a declaration confirming the need for on-going
access.
You will also need to confirm if the pass holder has been continuously employed by you. If there
has been a break in continuous employment, you will need to verify what the person was doing
by obtaining a reference confirming the dates of the break in employment and what the person
was doing during the dates in question. This reference should be submitted with the form.
Your application for un-parking the pass may be refused where there is an indication that the
pass holder is not using their pass to access the CPSRA on a regular basis.

Pass suspended for 6 - 12 months

In addition to the above, the pass holder must complete a new GSAT certificate and you will
need to confirm the training date on the form.

Pass suspended for 12 months or more

The pass will be cancelled and you must return it to us. A new ID Pass application will need to be
submitted. This will include the requirement to check identity documents, obtain references,
complete a criminal records check and complete GSAT training.
Note: this does not apply in cases where you have notified the ID Centre in advance of a work
break and a “stop” has been put on the pass. In these cases, the pass will be reactivated on
return of the individual.
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